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= I ACE : Quantum key distribution (QKD)
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QKD HiJ5E

1968 Wisner : Quantum Banknotes and Oblivious
Transfer
— Conjugate Coding

— 70 CAIEEE-ITIZHFs. LY MEHT. HhR(£19834
(SIGACT News)
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QKDMDIgFEY

1979 CharlieGillesIZ£5
1984 BB84 protocol®

— BEFAEVEFES
1992 #)EERE)

- EERBEZEA
1998 LML £
2000 Shore-Preskill

1. Bennett & Brassard, Proc. IEEE Int'l Conf. Comp., Sys., and Sig. Proc.
(Bangalore, India, Dec. 1984).

2. Bennett,etal., J. Crypt., 5, 3 (1992)

3. Mayers, J. ACM, 41, 351 (2001)
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Result of the ideal protocol

st 1 il A 1: same
|| Rl 45 K — .
L »m {0: different

Creal

ﬁ protocol is e-secure, )
If Ve > 0, EICideal S. t.
|P(GM — Olcideal) — P(GM = Olcreal)l <€

,

\ E |pideal — Pagell < € /
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Result of the ideal protocol
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State-of-Arts experiments
rrpeis el
® COW/(2015): 3.18bps after 307km (51.9 dB loss)
A Decoy BB84(2017) : 8.4bps after 240km (44.4dB loss)
B4 O E
m Qudit (2017):26.2Mbps at 4dB loss
v Decoy BB84 (2017): 13. 72Mbps at 2 dB loss

Estimated fiber length (km)
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Fibre length (km)
® Korzh, et al., Nat. Photon. 9, 163 (2015) B Islam, et al., Sci. Adv. 3,(11) 1 (2017)

A Frolich, et al., Optica 4, 163 (2017) Vv Yuan, et al., J. nghtwave Tech. 36, 3427 (2017)
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24 A Skeptical Customer?

Show me Evidence!

Security certification process should include:

1.
2.
3.

definition of protocol and devices
clarification of the assumptions of security theory

extraction of the device requirements from the theoretical
assumptions

characterization of devices ~ methods and criteria
Improvement on protocol, devices, system design & fabrication
documentation of the criteria, method and proof of fulfilment
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4. REEAERICEITAETRILDEE

SFRZESRZ AN DL IEESEIM

D) K EE4 R T 5— (State Preparation Flaw)
deally, F(py, py) = 1 In practice, F(pyx,py) <1

0y)

|O.U>

|0:)

1z)

GLLP:
Roc1—h(s,) — h(d) -
{ 0, < 0y +4A +4\/A6,

_ A= Kl — F (pY: pX)) /2] /ndetection

D. Gottesman, H. K. Lo, N. Luetkenhaus, and J. Preskill,Quant. Inf. Comput. 5, 325 (2004).
M. Koashi, arXiv:quant-ph/0505108.
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REENEST 5 T4
2 RtD1THIE Pauli ﬁﬁ!’élﬁﬁ’é%é:
N S N
7=30,5,7
R RBH{% % (Stokes parameters) Z T D &SIZERBIEMS
HTET D

So = 210,51 = 2(ny — ng), S = 2(n, — ny), S5 = 2(ng — ng)
where

prepared state

1 1
ng = 5((0|PX|0> + (1lpx[1)) = > Uzg1xo T 1z1%, T 12y, )

ny = (0]px|0) = Iz |x, + Iz,|x, |
n, = (X1|Px|X1) = Iy 1x, + Ix, |x, Measurement basis

and outcome
ns = (Y1lpxl¥y) = Ix, v, + x|y,
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IREELNET ST DRIEFER (DDM)

Density matrix py from DDM in AC case

No shift

25% Amplitude shift
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EEEDRE
high speed modulation s) pulse shape distortion /1

= altered signal voltage by timings) PM fluctuation

Phase modulation robust to applied voltage change
Simple PM v

oA I=P [ | (= owlict 0, (V)]

Mach-Zehnder (DDM)

A
= esl 5[]
2 2
B
Nested (DPM) \
C
cos@ + icosg’
2
V
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DPM 'ﬁcj:é'lk 5'5'——5?' Phase modulation for BB84 states

X0 | X1 | YO | Y1
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|| P2 0
¢$1| O s I8 0
1) -
¢, O s 0 s

For ¢; = 0 or m,

1
cos(; + 8) = cos (1 8% )

LD : Laser Diode T
LD PPG1| | PPG2 PLC : Planar Lightwave Circuit 1 DPM Visibility

| DC Bias2 PM : Phase Modulator (DDM or DPM) TLEELL LTI N =
PPG : Pulse Pattern Generator 0. theory
O 0SC : Oscilloscope : experiment
PLC \—D— : ! A
4>‘< >< =L 0 ! )
. . 0
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Visibility
o o
~ O
n_
A
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IRREENED T/ DRAIEFER (DPM)
Density matrix py from DPM in AC case

25% Amplitude shift

0.505575  0.494425
DIE [ . _ - B — — —
0.5 | —= ;

0.4 +

X0 o

; \ HOKKAIDO UNIVERSITY



ZIERIDFidelity F(py, py)

Fidelity (DC) Fidelity (AC)
1.02 . . . . . .
1.01 .

1 * * * O t + i T E - 1 #* x * * *E* # + k3
o 3 =) 2 ool
E 098+ o W % ] .
<5 - L
o] X A S 0.98 |
L 0.96 S H o LL 0.97 o

_ o - :
; : 0.9 :
nsit o
; o5t
1 i 0 O
R B nsaf
|
e a 093}
092} .
0.88 - : - : - : ' : ' Ui i
02 02 015 01 O05 0 005 01 015 02 025

091 1 1 1 1 1 1 1 1 1
025 02 015 01 005 a nos 01 015 02 025

Voltage shift (/1) Amplitude shift (/1)

o DDM Experiment * DPM Experiment
---------- DDM Theory —— DPM Theory

~isi) HOKKAIDO UNIVERSITY




iR —k

Key generation rate by changing DC Key generation rate by changing AC

Q —— DPM 9 —IDPM
E ——--DDM E == -DDM
: 5 |
I @
= )
3 g
Distance(km) Distance(km)
DPM no shift
DDM no shift ~ State preparation flaw ) g2
- DPM5% shift  [XBEYIEREETHETES
T DDM5% shift
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= FRIFERINEIE Mozi (2F) S FRIZIEE 600kg
#¥15 k1 (201648A)

-201756H. 1200kmEiNniz220t_EB(ICET TRENMSEFEONEEZITD
EER(ICTHFRTHISHTHLID (3. Yin et al., Science, vol. 356, no. 6343, p. 1140, June 2017)
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ME=FEE : RE(2/2)

-201797H. G12-1_F ]

TQKD=EERATR

-BRERREL.1 kbit/s
tFIUF1/(5%-45 10

SEEEE : 848.6 nm
«JOUVAERGRE : 100 MHz
-)VLAME : 0.2 ns
1 FE-AE10 m

(1200 km1=iiRi%)

.201757RH. i _E-15
ERITOEFTLIN—
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NEC
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ZWMEIL T 2QKD-AESHRE S AT L xFF
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BasEtER (CH VT REDER Rz E it

http://jpn.nec.com/press/201509/20150928 03.html
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QKD: 34i% (26 ?).
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